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So many of the ordinary activities that we do every single day, like these, have 
inherent risks to our privacy and/or security. In some cases, our security is put at risk 
by businesses or professionals we trust. In other cases, our privacy is invaded in ways 
we are unaware of – often under the mantle of safety and personal security. In other 
cases, we are complicit in giving companies the rights to private information through 
our own lack of knowledge or lack of attention.
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Let’s take the temperature of the room? How many for #1? #2? #3? #4? #5?

Sadly, the number 5 people are right. Each of these other five have a role to play in 
your security but each also – at least part of time – has specific needs or goals that 
conflict with your privacy. When that happens, the industry not the individual win 
out. And we’ll take a look at some well known examples.

So the answer to the question this class posits is: You are responsible. 

So for the next hour and 45 minutes we’ll explore what that responsibility looks like. 
Where you have control and where you don’t. And some ways to exercise it if you 
choose to. 
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Every day, we are warned about new exposures to security and privacy. And yet, this 
does not often move us to take action. Lets look into a couple of these stories. The 
underlying truths may surprise you. 
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December 10, 2018 – the New York Times reports on apps that track up to 200 

million mobile devices in the US alone. Recording the data of every single place you 
go, every single day. These companies sell information to advertisers. You may think 

it’s convenient that when you are near a Starbucks a coupon pops up for that 

frappachino. But it is geo-targeting. It’s convenience vs. security or privacy. It can also 
be dangerous since the security of that information is unknown. It may be sold or 

exposed in a data breach. Setting up blackmail or ransomware attacks. Hundreds of 
apps use this data, including the weather channel, foresquare, and a company called 

Reveal Media based in NC that has tracking code in more than 500 partner apps. 

https://www.nytimes.com/interactive/2018/12/10/business/location-data-privacy-
apps.html

How is this possible. Terms of service. 
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Conditioned to ok through error messages. Too bad because hidden in terms of 
service like this are many of the reasons your privacy is at risk.
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There are 7.5 billion people in the world; 2.32 billion of them use Facebook. That’s 31 

percent of the world’s population. Facebook is an incubator for security and privacy 
issues. This one just popped up in March. In the process of trying to enhance their 

security, FB users actually had personally identifiable information exposed. If you sign 

up for two-factor authentication on Facebook, which is a strong security measure; 
Facebook adds your phone number to your profile. While you can limit to some 

degree those who can lookup your phone number, you can’t turn it off. 

https://www.cnn.com/2019/03/04/tech/facebook-phone-number-look-up/
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Most parents are happy to know that there are literally hundreds of apps to let them 

monitor where their kids go, what their kids can see online, what they post, how they 

drive. Some can be installed on phones in a stealth mode that means the subject has 

no idea that they can be monitored. Parents do this in the name of safety. 

But the exact same principle applies to apps used in Saudi Arabia to for men (the 

guardians) to track the activities of their wifves. And, as recently as last month, 

Google and Apple came under fire for not removing these apps from their stores. You 

can, in fact, download one today. Although everything’s in Arabic… so there’s that. 

An example of security violations we allow in some cases and repudiate in others. 

And it sets up a conflict between our rights to privacy and our rights to convenience.

We are shocked at this, but thrilled to have the same capability as a caring parent. 

https://www.theguardian.com/world/commentisfree/2019/feb/16/saudi-arabia-wife-

tracking-app-absher-politicans-complicit
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This discovery from late January is a perfect illustration of our topic. We put way too 
much trust in systems. As one who has developed and implemented many systems, I 
can tell you.. That’s a mistake. Technology is often so complex that it’s impossible to 
know what exploits you have exposed until someone notices them. That’s the case 
with Facetime, Apple’s video calling service. A bug discovered in January revealed 
that users could use Facetime to listen in or even watch someone without their 
knowledge. According to the Atlantic, the bug was important because it 
“substantiates and mainstreams long time paranoid fears about the inherent 
untrustworthiness of computer hardware.” 

Not paranoid fears if they are in fact true, which they often are.

https://www.theatlantic.com/technology/archive/2019/01/apple-facetime-bug-you-
cant-escape/581554/
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More privacy attacks masquerading as societal benefits. In china, which has some of 
the most ambitious goals for cleaner cars in the world, electric vehicles are required 
to have data sensors which report a huge amount of information constantly back to 
their companies. Some of that including location and details on battery and engine 
functions are sent to local governments. Ostensibly, its for development, 
infrastructure, improving traffic patterns, etc. But in an authoritarian country that 
surveils its citizens at every opportunity, it’s one more incursion. However, while 
several auto companies include Ford and BMW are building in these sensors to meet 
China’s requirements; Tesla doesn’t have to. Mobile tracking is a feature in the Tesla. 
A smartphone app paired with the car can track it at all times. That can be turned off. 
But what we should know by now is that what we turn off, someone else can exploit. 
Or, more likely we never turn it off…

https://www.independent.co.uk/life-style/gadgets-and-tech/news/electric-car-china-
location-privacy-security-government-tracking-investigation-a8661686.html
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We’ll end with this one. Because often dangerous technology is created with great 
benefits in mind. A tech engineer flying on Singapore Air in February noticed what 
appeared to be a camera embedded in the seat in front of him where the in flight 
entertainment screen is. That system is built by a US company called Panasonic 
Avionics, which in 2017, partnered with a biometrics company. 

Yes, that is a camera. Singapore airlines was quick to say that the cameras were 
turned off. But they are a feature not a bug. Designed to provide identity detection 
before departure, inflight and upon arrival. Possibly making it faster to get through 
customs by doing onboard immigration fulfillment. 

Singapore Airlines isn’t the only airline to have these. Emirates and Quantas and even 
American have them in some newer inflight systems. Although all say they have not 
been activated. 

BUT they may be able to be. Possibly without your knowledge or consent. All in the 
name of convenience. How could these be used for ill… 

Everything you do, everywhere you go with digital devices is a datapoint in a database 
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somewhere. 

Inherently the idea of privacy is probably more a quaint notion than a 21st century 
realtiy

https://www.cnn.com/travel/article/airplane-seat-camera-intl/index.html
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Several of the issues we just looked at involved the collision of security risks 
convenience  and privacy. They are not the same thing. 
Security is about safeguarding and protecting data
Privacy is about protecting an individual’s identity or rights
The two areas are often in conflict and one or the other is often at odds with 
government. 

Nowhere is this both more clear and yet more confusing, than when it comes to 
terrorism and protecting citizens from violent extremism. 
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On December 15, 2015, 14 people were killed and 22 injured when Syed Farook, left, 
and his wife, Tashfeen Malik, opened fire on a Christmas party at the San Bernardino 
County Department of Public Health. In the 2-3 minutes of the attack, the couple –
using semi automatic pistols and rifles and wearing load-bearing vests holding 
additional magazines – fired more than 100 rounds. They left behind a poorly 
constructed series of pipe bombs that failed to explode, and fled in an SUV. The 
Shooters were tracked and pursued by police. A five-minute shootout with police left 
both suspects, inspired by Islamic terrorists and terrorist organizations, dead, and two 
police officers wounded. 

A lengthy investigation ensued and in February 2016, the FBI reported that neither it 
nor the NSA had been able to hack into the terrorists’ iphone and asked Apple to 
produce call records, texts, and other information. Apple refused. THE FBI asked for 
Apple’s help to break into the phone by creating an alternate version of the operating 
system that would disable some security features and enable the agency to break 
into it. Apple refused. Threats and lawsuits ensued. Eventually, the FBI hired a hacker 
who broke into the phone and found that … there was nothing but work-related data 
on it. https://www.portfoliosc.com/blog/encryption-a-modest-proposal
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Question: Should apple have created a way to break into the phone? 
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A CBS news poll asked this question and found the should and should nots evenly 
split. 50-45 in favor.

QUESTION: if apple had done it would it be a one time thing, or would it have set a 
precedent that would weaken individual privacy rights

https://www.cbsnews.com/news/cbs-news-poll-americans-split-on-unlocking-san-
bernardino-shooters-iphone/
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Overall, 68 percent say such an action would help prevent future terrorist attacks; but 
83 percent also agree that it would set a precedent for the government.

16



The majority of people believe that they will lose their rights in the fight against 
terrorism. But we seem resigned to that. But the tools we create and the precedents 
we set, cannot be contained to a threat as great as terrorism or extremism. You can't 
unring a bell or lock the barn door once the horses are out. Once technology is 
created, it will be used. And while many of us might agree that we should use 
anything at our disposal to stop terrorist attacks, what happens when those tools are 
used for other less dramatic issues. In a divorce case, for example, or a legal dispute?

An interesting side note is that the Dept. of Justice did not stop its efforts to compel 
Apple to develop a backdoor into its phones. And in April 2016 returned to court to 
force Apple to assist in hacking the phone of … no, not a terror suspect, … a drug 
dealer. The case was dropped when the defendant remembered his password. And 
another major legal contest pitting security against privacy was avoided… and thus, 
unresolved. 

While this seems like a Sophie’s choice situation, there’s at least one person who 
disagrees. Apple CEO Tim Cook when asked about the choice between security and 
privacy said we should not have to choose. “We are America. We should have both.”
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Additional info: 
https://www.portfoliosc.com/blog/encryption-a-modest-proposal
https://www.portfoliosc.com/blog/encryption-continued?rq=San%20Bernardino
https://en.wikipedia.org/wiki/List_of_terrorist_incidents_in_2014

https://www.cnbc.com/2018/04/10/apple-ceo-tim-cook-on-the-importance-of-
consumer-privacy.html
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That last topic focused on our security. The other issues we're dealing with is privacy 
and nowhere is that more prevalent than with healthcare. So much so that there's an 
entire protocol encompassing every aspect of the health industry devoted to 
protecting it.
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Healthcare has become the target of opportunity for hackers. Health records are the 

most desirable commodity on the dark web, fetching up to $1,000, compared to 25 

cents for your credit card # and a dime for a social security number. 

Healthcare hacks rose 211 percent from 2016 to 2017. At the same time, cyber 

attacks against education segments was up 125 percent and public sectors and 

financial institutions just 15 percent.  (https://www.zdnet.com/article/hospital-hacks-

default-passwords-and-no-patching-leaves-healthcare-at-risk/)

How is that possible when hospitals and medical practices are regulated by HIPPA? 

https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-

hacks/?utm_source=datafloq&utm_medium=ref&utm_campaign=datafloq
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HIPPA is not designed to secure your data, but to make sure that your health 
diagnoses and treatment remains between you and your physician (and your 
insurance co., and the federal government). 

Let’s take a moment on data collection:
-- Been to a doctor lately?
-- wonder why you always have to fill out paperwork when records are supposed to 
be digital?
-- ask for SSN
-- refuse to provide it
-- nurse will tell you they don’t need it.

THEN DON’T ASK FOR IT. Most people write it down… what happens to that paper?

You do not have a choice about providing most information. But you can and have to 
ask questions. Especially where your social security number is concerned. No medical 
practice needs your SSN. 

Kelly story about SSNs on the patient ID bracelets.
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Better suited to attack us than we are to defend against them
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Not the stuff of fiction or overheated crime novels….

Insulin pumps, pacemakers and the like can all be hacked.
15 medical devices per bed in a hospital.
Automated drug delivery. 
Digital charts

Healthcare organizations were the subject of 28 percent of all the ransomware 
attacks levied at large organizations in 2018. By extension on 7 percent were focused 
on financial organizations. Why? 1. weaker healthcare security; 2. urgency. 
Ransomware attacks ofter target organizations that can least afford downtime. Health 
care tops that list, making them a huge target. 
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There is, in my opinion, a feeling among a lot of technology users – especially those 
of us who didn’t grow up with technology – that technology is a magic bullet. That it 
should make life easier. That’s a misconception.

Technology can make life better, it can enable you to do things you never imagined, 
communicate in ways we saw only in science fiction, but to harness its power, we 
have to learn more, know more and pay greater attention than we ever did before. 
Nothing was easier than writing something down on a piece of paper, or picking up 
the handset to make a phone call. You could only be robbed by someone stealing 
your purse or breaking into your home. Your bank was Fort Knox. However, you 
couldn’t take a digital picture of the Grand Canyon and instantly send it to your family 
and friends. You couldn’t pick up a device and video chat with your best friend. 

All the technology that makes those advantages possible have security and, whether 
we like it or not, we need to pay attention to all of that. That’s what we’re going to 
focus on now – areas of vulnerability in our daily lives and specific ways to reduce the 
inherent risks of using technology. Starting with ….
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In the US in 2017 alone, 158 million SSNs were exposed in data breaches; and 14.2 

million credit card numbers. 

This screen grab from a website that does data visualization shows hacks by size. As 

bad as 2017 was, 2018 is shaping up to be significantly worse. 

This graphic – just a portion of a visualization website – illustrates why. In some of 

these hacks or data exposures, SSNs or credit card numbers were lost, but in the vast 

majority of them passwords were stolen. So, if you had a Yahoo account and used the 

same password for your bank, and email, all of those protected accounts are now 

exposed even though they themselves have not been hacked. 

https://informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-

hacks/
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Passwords

have morphed to passcodes or passphrases. 

General theory is to never write passwords down, but unless you are in an open work 
environment where taping your password to the bottom of your keyboard remains a 
huge no-no, I don’t think there’s a problem with that. It is more important that you 
have different passwords for each site. 

But the biggest single step you can take to better protect your privacy and your data –
your banking information, your investment accounts, home security: is to have at 
least two and preferably three of these components covered. Something you know is 
your password. Something you are is a biometric: a fingerprint on your smartphone, a 
retinal scan. And something you have is a physical device in your control: your phone, 
your computer, credit card. 

2 factor authentication for every site or service that offers it. When you login into 
those sites from your computer, tablet or phone, you will be sent a code. You have to 
enter the code to gain access. This is a strong additional level of security, that only 
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roughly 12 percent of Americans use.

Lock your phone down with the strongest settings – at least a six digit passcode AND 
a fingerprint. 

4 digits: ~13min worst (~6.5avg)
6 digits: ~22.2hrs worst (~11.1avg)
8 digits: ~92.5days worst (~46avg)
10 digits: ~9259days worst (~4629avg)

Strong passwords and 2-factor-authentication will go a long way to securing your 
phone, and your online accounts from a hacker who may have gotten hold of your 
password. But there are literally dozens of other ways your security or privacy are at 
risk. And things you need to know and to do to better protect yourself. 

So we're going to look at a couple of environments where it's important for you to 
understand the risks and take steps to ameliorate them to protect your own security.  
Starting with your home.
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In talking to businesses about their cyber security preparedness, I stress that you can 
have all the money in the world, and buy all the highest end network gear and 
security software. But you can not protect yourself from your employees –
authenticated users inside your network already who do things they shouldnt, go 
where they shouldn’t go, click where they shouldn’t click or download something 
they shouldn’t have. This is the biggest risk to any company. 

In your personal life, you have the same challenges. The difference is you don’t have 
any real guidelines, rules or procedures to follow. So in this section we’re going to 
look at the daily risks around you and provide some understanding and tools on how 
you can be your best guardian. 
I’m an explainer. 
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Lets start with your home. Most of you know the term IoT. That’s the Internet of 
Things. It’s an ever exploding universe of devices from very useful like thermostats 
that detect your presence and adjust the temperature automatically, saving hundreds 
of dollars a year; to the really stupid like Internet connected garbage cans that scan 
things as you throw them away and adds them to your shopping list. That may be 
marginally more useful that the internet-connected toilet.

How many of these devices or others do you have in your home? I have seven. 

All of these devices have one thing in common: They connect to your router. And they 
are bi-directional, meaning information goes out and information is accepted coming 
in. That’s why you can connect to your DVR when you’re out of town and set it to 
record a favorite program. 

That makes the router the single point of failure or exposure in your home. But it’s 
password protected, right? Well, not exactly. The password you have is to connect to 
the Wi-Fi, which is a service. The router itself is a piece of hardware that takes the 
incoming signal from your cable modem and distributes to both hard-wired and 
wireless devices that are authorized. The hardware and its administrative control 
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functions have a separate password. 

And that’s the issue.

Because most routers have the same out of the box password they had when 
installed. Admin/password; admin/admin. And no, your cable company does not 
change those password when they install them. That means your router is a big open 
door. 

Really important to have control of the router - or to hide it. The best thing to do is 
two-fold: change the admin password and stop broadcasting the SSID. But cable 
companies sometimes balk if you change the password. You can significantly shore up 
your defenses just by addressing the SSID issue. Here’s how. 
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Drive down your street with your phone’s Wi-Fi settings open. You will see all your 

neighbors available networks. This is what I see sitting at my desk. Some of them 

show me the type of router in use – like the Netgear or the Cisco. Some show the 

provider. A Google search will readily show the routers installed by AT&T, and Charter. 

From there, it’s easy to find the administrator login and password set up by default. 

Roughly 75 percent of these routers have not had those credentials changed since 

they were installed. You just have to have a computer within roughly 300 feet to be 

able to access the router. For you and me, hacking the router may be beyond our skill 

level, but not for a hacker .Once he’s in, he can do whatever he wants as he has the 

rights to your network and all the devices that connect to it.

-- drop a keylogger on your computer to capture passwords to sensitive sites

-- lock and unlock your doors

-- change settings on medical equipment in your home

-- turn on the camera on your computer

-- set your voice assistant (Alexa, Google, Siri) to record you

-- take control of your vehicle
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So, what can you do:

Two changes will significantly improve your security:

1. Change the router password
2. Disable broadcasting your SSID (that’s the name of your network).

You can do this by logging into the router through a web browser at the universal 
address of http://192.168.1.1.

If you don’t feel comfortable doing this without some support, your cable 
company should assist you in accessing the router and making these two changes. 

The SSID (Service Set identifier) broadcasts your existence to anyone with Wi-Fi. 
Disabling it has no functional impact. Hackers can’t hack what they can’t see.
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Unfortunately, securing your router does not mean you are done protecting your 
home computing. I did a BizSafe review of a nonprofit a couple of years ago and they 
had key personnel working remotely all over the country. I interviewed each of them 
about their security and no matter what I asked, they all said ‘Well, I’m sure that’s 
taken care of.’ Really? 

If you have a home computer, there are several things you should be sure you have 
taken care of. 
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A firewall is designed to keep threats out but also to warn you when you are browsing 
to risky sites or downloading suspicious, potentially dangerous, content – like photos, 
software, utilities, documents, etc. that could be infected with malware. 

Malware is software that is specifically designed to disrupt, damage, or gain 
unauthorized access to a computer system. Downloading malware can lead to 
ransomware. So there’s lots to be wary of…

Most routers, even consumer varieties, have firewalls built in but they are rarely 
turned on by your cable company because they will interrupt some activities you or 
your family are trying to do. But you can and should turn on the firewall that comes 
with your operating system: Windows Defender or Apple’s Firewall would be the two 
primary. 

Firewalls can be very involved but you can start out with default settings. You will 
probably find that in the beginning you will get stopped quite a bit when browsing. 
The system may warn you and ask how you want to proceed. If you feel certain the 
site is safe, you can tell the firewall to always allow access to it. Note that there are a 
lot of technologies in the background including certificates and server security that 
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alert a firewall that a site might be sketchy. So don’t assume that the firewall has to 
be wrong. Safe browsing is an important part of protecting your security.
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Do you have a home computer? 
Do you have an active virus protection running? 
Are you sure? 

Virus protection looks for known infections like worms, trojan horses. Some of these 
are just malicious. They’re out to break as much as they can. Others have a purpose, 
to infect your computer with something that will take down internal defenses and 
give them a back door into your computer, passwords, and trusted sites like your 
bank or credit card accounts. 

Sometimes viruses or malware simply create a back door on your computer and 
install a little bit of software known as a "bot". That bot sits idle in your system until it 
is activated, maybe by a predetermined date, or an instruction received through the 
back door. Then it goes to work, joining an army of bots - around the country or a 
region or even the world - pinging servers or systems with the goal of bringing down 
their defenses, crashing their servers. DDOS attack. 

Most computers come with a trial license for virus protection, but it must actually be 
installed (it is not usually preinstalled), and after the trial period, it must purchased 
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and activated. Look in your applications for Norton, Kaspersky, McAffee, Sophos or 
anti-virus. If you find the software open it – it will tell you if your license is activated. 
If you don’t have active anti-virus, this is your first homework assignment. Go home, 
check, purchase and install it. Set it up to check for new virus descriptions EVERY DAY! 
And to install them automatically. 

Both Apple and Microsoft frequently also release patches and fixes for their operating 
systems (Windows or the Mac OS). These are delivered through Windows Updates 
and Mac Software Updates. You should set up your computer to automatically 
download and install ”critical” updates. Virus protection will not fix problems in 
proprietary software. 
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Backup is a lot easier and a lot cheaper than it used to be. And that’s good because it 
is also critically important. 

Services like Mozy, Carbonite, continually back up your computer in the cloud. You 
usually pay by the month on a sliding scale based on the amount of data you are 
backing up. 

A lot of households – just regular folks like you and me – have been hit by 
ransomware attacks. You download something that looks like it’s from a friend but 
really it’s a link that installs malware on your computer. 

Next thing you know, your computer looks like …. 
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This! 

For home users, ransomware depends on the fact that most people don’t worry 
about backups. So to get your photos, your taxes, your passwords, the book you’ve 
been working on, and everything else valuable to us that we keep on our computers, 
you have to pay the ransom. I’m not going to go into Bitcoin and Cryptocurrency. 

I put a link in this presentation if this is something you’re interested in: 
https://www.portfoliosc.com/blog/cryptocurrency-for-dummies

But if you have a good backup, you can thumb your noise at the hackers, take your 
computer over to the Geek Squad and be back to normal in 24 hours. 
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Email is often where we get the malware that infects the computer that joins the 
DDOS attack or activates the ransomware.
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Several things are wrong with this one:

What are they?

Urgency.
A problem’s uncovered; your account’s been closed?
Generic greeting
Email address is slightly misspelled. At first glance it looks like amazon, but if you look 
closely you’ll see the first a) is missing. 
Hackers have purchased a lot of domains that are very similar to major brands or 
businesses, but just slightly off. Like annazon.com (two n’s together look like an m) for 
just this purpose.

The goal here is to get you to click on this link. Where malware probably awaits.
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Let's talk about mobility. No matter where you’re going, you’re taking technology –

and along with it – risk, with you. It’s also in these sorties through a typical day of 

shopping, meetings, errands, that you find out how often your privacy is at risk.

It is estimated that the average American is captured 75 times a day on surveillance 

video. And that’s not even counting in the number of times you’re an extra in 

someone else’s selfie or Instagram video. Downtown Greenville has more than 200 

city-owned video cameras. They’re on the street, monitoring parking garages, and the 

like. But there are also untold numbers of video monitoring around the city’s hotels, 

restaurants and bars. 

Walk from one end of Main St to the other, stop for a cup of coffee, maybe a slice of 

Pizza, and a drink on the way back? Well, it’s anyone’s guess how many times you’d 

be on camera. The bigger question is who’s watching and what are they doing with it? 

How long is it stored? Who has access to it? Can it be subpoenaed for a lawsuit, or 

maybe a divorce? I don’t know the answer to those questions – but I intend to find 

out – but they are worth considering as one of the many ways in which privacy takes 

a backseat to the idea of security. 
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Mobility is a great thing.. for you and for Hackers, who are taking advantage of your 
mobile technology and your desire to stay connected.

Public Wi-Fi from coffee shops to hotels is inherently dangerous to use. Rogue Wi-Fi 
hot spots are put up by hackers in that often impersonate legitimate businesses but 
hijack your computer, potentially installing malware, key loggers or other dangerous 
software. 

Skimmers that can hijack packets of information being sent by your mobile devices 
and then decoded to translate into useful data are used everywhere around you. 

A few rules of thumb will offer a layer of protection:
-- Never go to sensitive sites or enter any sensitive information into a webpage or app 
while on a public network (even if a password is required)
-- If you’re using a smartphone or tablet, you are better off using your cellular data 
than jumping on the wifi.
-- Never download anything that pops up on your screen on a public network or hotel 
wifi. If you think it’s something you do actually need, then go to the website and 
download it from there.
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We are social beings and the genius of all this new technology is how we can connect 
and share with other people.

This is a big topic and there are a lot of different social media sites that we could talk 
about. But I’m going to focus on Facebook. If you have questions about Twitter, 
Instagram, What’s App or other sites, I’ll definitely try to answer them. 

But FB is both the big dog and the big problem child in the social media universe. 

As I mentioned before the problems with social media in general and Facebook in 
particular are extensive. But for now I’m going to focus only on what you can control. 

Have you ever done a Facebook quiz? Which 40’s era star are you? Joan Crawford!

But aside from the temporary ego boost, that also exposed me – and many of you –
to having information exposed to hundreds of companies for a variety of uses. None 
of which I agreed to. Or did I?

The FB terms of service are lengthy and involved. Most people never read them, but 
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scroll quickly to the end and hit OK so they can get on with it. Among other things 
though, you give FB “the non-exclusive, transferable, sub-licensable, royalty-free, and 
worldwide license to host, use, distribute, modify, run, copy, publicly perform or 
display, translate, and create derivative works of your content (consistent with 
your privacy and application settings). This means, for example, that if you share a 
photo on Facebook, you give us permission to store, copy, and share it with others 
(again, consistent with your settings) such as service providers that support our 
service or other Facebook Products you use.”

You also give them permission to use “your name, profile picture and information 
about your actions with ads and sponsored content”. So if you like a page, others can 
see that you did. 

On the other side, however, facebook gives you a lot of control. But YOU have to take 
advantage of it, YOU have to understand it and YOU have to stay on top of it. 
Facebook changes, it’s not a set it and forget it kind of thing.

https://www.facebook.com/legal/terms
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Change your password, set up 2-factor authentication, see what other apps or 
websites you’ve connected via your facebook account. Check this with some 
regularity. Avoid connecting with facebook where you can. 

Login to shop. Don’t do it. Disturbing trend. 
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Login with Facebook. It gives you immediate access, but it also means you have 
accounts connected to facebook on external sites. 
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A lot of data in one place. Who your posts are going to, who can see key elements of 
your profile, and what apps and websites you’ve connected to via Facebook.
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Your privacy settings are only as good as how often you use them. You have the 
opportunity on everything you post to select a specific audience. The defaults are 
Public – the whole world; Friends or Friends of friends. But you can define better 
relationship. 

Important to note that if you change the audience for a post, your next post will 
default to that same audience

How do you create better audiences?
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Some audiences are created for you based on information you gave facebook about 
where you live or work, what schools you went to. Others you can define yourself by 
creating lists. 

News feed scroll to the bottom to see Friend Lists. From here you can see who’s on 
lists, create new lists and move people around. 

Facebook started out as a dating service and morphed into a way to connect friends 
and family. But today, think of people as connections. Some are friends, some are 
acquaintances, some are involved in your work, some you may share an activity with 
like volunteers in a nonprofit. They all may intersect with you and some portion of 
your life, but they do not need to be involved in all of it.

ONLY YOU can control that. 
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Safe-er.. Yes. Safe? No.

No matter what you do, you can’t control what other companies or organizations do. 
Just last week, we learned that 540 million user records from FB were found publicly 
exposed on Amazon cloud servers. These included plain text passwords and user 
names. That came on the heels of learning that Facebook had been storing plain text 
passwords of hundreds of millions of users on their servers accessible to some 20,000 
employees. And just last September, this global giant was hacked, exposing data from 
some 30 million users. 

You have the right to expect that given their size and reach, they would be better 
stewards of your personal information. And you are also right to wonder if your data 
isn’t safe with this huge global organization, is it safe with smaller businesses or 
online services.

The answer is most likely: No. Assume it isn’t. 

We are only at the cusp of where technology can take us. The iphone which changed 
communications and created the segment of mobile technology is just 11 years old. 
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Last week, another frontier was breached when Verizon announced the launch of the 
first 5G network in XXXX. 

5G will launch a new technology age and our daily lives will change again. We are 
long past the point where we can disconnect from these technologies and live in an 
analog environment. 

It's incumbent on us to understand these technologies and our relationship to them; 
to take into account a risk/benefit equation before deciding to use them, and then to 
use them in the safest and most responsible way we can. 

Knowing that ultiamtely, we are the only ones who can protect our security and our 
privacy.

Thank you.

Questions. 
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